RIPENCC

ETWORK COOR

RIPE Atlas in Action

The Connectivity of Moldova

Alex Semenyaka | June 2025 | RIPE NCC Days Chisinau



RIPE Atlas



RIPE Atlas is the RIPE NCC's main Internet data collection system. It is a
global network of devices, called probes and anchors, that actively

measure Internet connectivity. Anyone can access this data via Internet
traffic maps, streaming data visualisations, and an API. RIPE Atlas users can
also perform customised measurements to gain valuable data about their
own networks.
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What is RIPE Atlas?

A technology...

* Can be embedded
into the different
products

* Including your
internal ones

...measuring some parameters

from any probe/archor
to any point of the Internet
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Check httpé:/‘/atlas.vr"ipe'.nét/



Equipment (@j

“Virtual”
(software)
versions also
exist!

RIPEATLAS
RIPE NCC i 'ANCHORS
b A
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RIPE Atlas Probes distribution
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RIPE Atlas Anchors distribution
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Types of measurements

Probe ¢ ASN(IPv4) ¢ ASN(IPv6) ¢ Time (UTC) ¢ Packetloss ¢
6101 4 53824 20210212 04:51 0.0%
10394 20210212 04:51 0.0%

19270 3 . 2021-02-12 04:51 0.0%

1 ICMP echo (ping)
E0 O © 0 Oumn Ot Traceroute (TCP, UDP, ICMP)

o No recent repc

& 2021-02-1204:53 2.27€ D N S

-
-
-
= O 2021-02-1204:53
- O 202102120453 3.049 H TT P
B o 202102120453
¢ ASN (IPv4) ¢ ASN (IPv6) s $ Answer %+ Response Time S S L/T L S
35567 8 NOERROR N T P
2021-02-12 02:25 NOERROR

7922

15399 2021-02-12 02:25 NOERROR

[+3
[+3
25229 & 2021-02-12 02:25 NOERROR
o
o

6830 2021-02-12 02:25 NOERROR
ASN (IPv4) ¢ ASN (IPv6) * ¢ Time (UTC) ¢ Majority ¢ validity ¢ Self Signed
&  2021-02-10 13:49 X Error: handshake_failure
& 2021-02-10 13:49 X Error: handshake_failure
&  2021-02-10 13:49 X Error: handshake_failure
10597 &  2021-02-10 13:49

11500 = o 2021-02-1013:49

12334 1 E o 2021-02-1013:49

Alex Semenyaka | RIPE NCC | 19 June 2025



Methods to create measurements

https://atlas.ripe.net

https://beta-docs.atlas.ripe.net/apis/
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https://github.com/RIPE-NCC/ripe-atlas-tools
https://framagit.org/bortzmeyer/blaeu

https://github.com/RIPE-NCC/ripe-atlas-cousteau
https://github.com/RIPE-NCC/ripe-atlas-sagan



Where results to be found?
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https://atlas.ripe.net
https://beta-docs.atlas.ripe.net/apis/

https://data-store.ripe.net/datasets/atlas-daily-dumps/

https://github.com/RIPE-NCC/ripe-atlas-bigquery/
blob/main/docs/gettingstarted.md



Built-in "Internet Maps”

To some fixed destinations

DNSresponsesfor(s. V] Go ‘ Protocol: | UDP v |Servers: IPv4 and IPv6 |  Show RIPE Atlas measurements

From: 2024-10-31 03:20

I SEEEESEESE SIS S SEEEE SN SN SEE NSNS SN ENSEEENENEEEEEEEEEN

Alex Semenyaka | RIPE NCC | 19 June 2025

DNS Root Instances

which one is using?
Comparative DNS Root RTT
which one is closer?
DNS Root Server Performance
how fast they are?
DNSMON
quality of the tild DNS servers answers
DomainMON
monitors your own domains



Connectivity
research



Connectivity measurements using RIPE Atlas

Each probe have it's geographic coordinates

Our Atlas probes and Anchors in both cases

And the geolocate all intermediate routers
Then we can reveal the geopaths of packets
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Central Asia case: methodology
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Central Asia case: methodology
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Central Asia case: results

Traffic is becoming regionalised
Connectivity continues to diversify
New players are emerging

KZ-RU-HK-DE-GB-TJ
TJ-PT-GB-SE-FI-KZ
UZ-SE-RU-KZ-KG-TJ
UZ-SE-HK-CN-KZ



Case of Moldova



RIPE Atlas probes in Moldova (@j

Probes exist beyond Chisinau —
which is good

However, geographic diversity
is still limited

Total number of probes remains low

Clear room for growth and outreach




RIPE Atlas probes: neighbours

Romania: 96 probes 14550 combinations “src-dst”

Digging up data on hundreds of

kraine: 1 b
Ukraine: 195 probes thousands of intermediate nodes




Science behind ping

Channels

d, = Z (propagatation delay);

i Hardware

dy = Z (equipment delay);

Load
dy = Z (queue delay);

min(dy) =0 (1)
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Yy

e In 2025:

d, =0

total distance

Cﬁbre

RTT = min({RTT}}) = d, + d,

Length of the fiber
sector

distance;
4=3
i Cibre i Velocity of speed in
this fibre

The speed of light in different fibers differs insignificantly
(£10% max), so:

total distance
e

({ﬁbre




Science behind ping @)

® The speed of light in fiber is 60-70% of the speed of light in vacuum,

® Therefore, in the case of perfectly straight fiber the ratio

S = 100M is equal to 1

distance, km
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Moldova connectivity

Let's measure RTT!
Moldova < Moldova
Ukraine < Moldova
Romania < Moldova

Filter out bizarre probes and probes in disputable locations
Find a minimal RTT between each two points
Analyze the RTT and S-factor matrix

Try to find oddities and analyse them
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Internal connectivity: S-factor
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Internal connectivity: S-factor
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Internal connectivity: RTT (@j

. - Most of RTT inside the country are below 10 ms

Only one value greater than 25 ms was detected
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Oversight in routing policies
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Connectivity between Moldova and Ukraine (S-factor)
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S-factor values are mostly not
pathological, but far from ideal

s
&

Most in the range of 8-15

Single-colour ‘columns’ prevail
over ‘rows’

146

Most probably: routing
policies are managed by a
foreign partner

+«- Probes from MD
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)

<--

Probes from MD

Connectivity between Moldova and Romania (S-factor)

+«- Probes from RO -

- Many really bad values of S-factor
i HE - T Single-colour ‘columns’ also prevail over ‘rows’
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+«- Probes from MD -»

Connectivity between Moldova and Romania (S-factor)
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Many really bad values of S-factor
LET'S ANALYSE ONE OF THEM



Probes from MD -

<--

Connectivity between Moldova and Romania (S-factor)
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Many really bad values of S-factor
LET'S ANALYSE ONE OF THEM
Between probes #64417 and #34679
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Probes from MD -

<--

Connectivity between Moldova and Romania (S-factor)
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Many really bad values of S-factor
LET'S ANALYSE ONE OF THEM
Between probes #64417 and #34679

Distance between them: 16 km

&



Probes from MD -»

<--

Connectivity between Moldova and Romania (S-factor)

- Probes from RO

65978 | 11.7

1006718 10.6

1008172 11.7

1009437 - 18.1
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1010273

1010750 -

1010753 -
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Many really bad values of S-factor
LET'S ANALYSE ONE OF THEM
Between probes #64417 and #34679
Distance between them: 16 km

Located near the Romanian border, from the
different sides

&



Probes from MD -»

<--

Connectivity between Moldova and Romania (S-factor) (@j

- Probes from RO
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Alex Semenyaka | RIPE NCC | 19 June 2025

Many really bad values of S-factor
LET'S ANALYSE ONE OF THEM
Between probes #64417 and #34679
Distance between them: 16 km

Located near the Romanian border, from the
different sides

NOW, let’s perform the traceroute measurement



Long way from #34679 to #64417
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Long way from #34679 to #64417
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Moldovan-Romanian border
London =re-e |l

Amsterdam
Hamburg
Prague
Bratislava
Budapest
Bucharest
Ukranian border
Odesa =rare Il

Chisinau
Other side of Moldovan-Romanian border



Typical story, that’'s why

They perform traffic engineering to ensure the effective utilisation of their channels.

They do not care of the traffic localisation

And often they do opposite
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Summary



Long story short (@j

There is huge room for optimising the external connectivity of Moldovan operators

This process can be monitored using RIPE Atlas:
RIPE Atlas is a powerful tool

It provides insights even in the simplest usage scenarios

You could carry out the described research yourself...

...or even conduct it on a regular basis
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RIPENCC
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Questions?
Comments?

asemenyaka@ripe.net



RIPENCC
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THANK YOU!



